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Overview
Vulnerabilities Fixable Vulnerabilities

| Critical 0 0
| High 0 0

Medium 21 0

Low 164 0

Negligible 7 0
Total 192 0
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Details
Image Digest
N/A

Author

N/A

Size

827.18 MB
Created On

Oct 16, 2024, 1:18:59 AM

Operating System
linux

Architecture
amd64

Created On Oct 17 2024 at 11:36 PM
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Vulnerabilities

Note: You're viewing the top 100 vulnerabilities. For the complete list, refer to the scan result on Sysdig.

Vulnerability

CVE-2005-2541
CVE-2021-23336
CVE-2021-23336

CVE-2021-3997

CVE-2021-3997

CVE-2021-3997

CVE-2021-3997

CVE-2021-45940
CVE-2021-45941
CVE-2023-30571
CVE-2023-36632
CVE-2023-36632
CVE-2024-2236

CVE-2024-26462
CVE-2024-29040

CVE-2024-35325

CVE-2024-43790

CVE-2024-6232
CVE-2024-6232
CVE-2024-8088

CVE-2024-8088

CVE-2020-20703

CVE-2021-3572

CVE-2021-3572

Severity

Medium
Medium
Medium

Medium

Medium

Medium

Medium

Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Medium

Medium

Medium
Medium
Medium

Medium

Low

Low

Low

CVSS

7 v3.1

5.9

5.9

55

55

55

55

4.5

4.5

5.3

{25

75

510

75

4.4

6.5

4.2

7.5

7.5

5.3

53

Bi5

4.5

4.5

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

Exploit

CISA
KEV

Package and version

tar-2:1.34-6.el9_4.1
python3-3.9.18-3.el9_4.5
python3-libs-3.9.18-3.el9_4.5
systemd-252-32.el9_4.7

sys-
temd-rpm-macros-252-32.el9

systemd-libs-252-32.e19_4.7

sys-
temd-pam-252-32.el9_4.7

libbpf-2:1.3.0-2.el9
libbpf-2:1.3.0-2.el9
libarchive-3.5.3-4.el9
python3-libs-3.9.18-3.el9_4.5
python3-3.9.18-3.el9_4.5
libgcrypt-1.10.0-10.el9_2
krb5-libs-1.21.1-2.el9_4
tpm2-tss-3.2.2-2.el9
libyaml-0.2.5-7.el9

vim-mini-
mal-2:8.2.2637-20.el9_1

python3-3.9.18-3.el9_4.5
python3-libs-3.9.18-3.el9_4.5
python3-libs-3.9.18-3.el9_4.5
python3-3.9.18-3.el9_4.5

vim-mini-
mal-2:8.2.2637-20.e19_1

python3-pip-wheel-21.2.3-8.e

python3-pip-21.2.3-8.el9

Fix version

sysdig

Type WVuln Age

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

0s

19 years ago

4 years ago

4 years ago

3 years ago

3 years ago

3 years ago

3 years ago

3 years ago

3 years ago

1 year ago

1 year ago

1 year ago

8 months ago

8 months ago

6 months ago

4 months ago

2 months ago

2 months ago

2 months ago

5 months ago

5 months ago

5 years ago

3 years ago

3 years ago
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CVE-2021-3903

CVE-2021-3927

CVE-2021-3928

CVE-2021-3968

CVE-2021-3973

CVE-2021-3974

CVE-2021-4136

CVE-2021-4166

CVE-2021-4173

CVE-2021-4187

CVE-2022-0213

CVE-2022-0351

CVE-2022-1616

CVE-2022-1619

CVE-2022-1620

CVE-2022-1674

CVE-2022-1720

CVE-2022-1725

CVE-2022-2042

CVE-2022-2124

CVE-2022-2125

CVE-2022-2126

CVE-2022-2129

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

5.5

7.3

7.3

29

7.8

29

6.8

7L

7.8

7.3

6.6

6.6

7.8

7.8

7.8

5.5

6.1

5.5

7.8

7.8

7.8

7.8

7.8

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

v3.1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1

vim-mini-
mal-2:8.2.2637-20.e19_1
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vim-mini-

CVE-2022-2175 Low 7.8 v3.1 mal-2:8.2.2637-20.¢l9_1 0s 2 years ago
CVE-2022-2182 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2183 Low 3.3 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2206 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2207 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2208 Low 3.3 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2210 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2257 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2284 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2285 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2286 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2287 Low 7.1 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2304 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2343 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2344 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2345 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-2522 Low 7.8 v3.1 \éi]r;-.r;gié,zssrzo.ag_l 0s 2 years ago
CVE-2022-27943 Low 5.5 v3.1 libstdc++-11.4.1-3.el9 0s 3 years ago
CVE-2022-27943 Low 5.5 v3.1 libgomp-11.4.1-3.el9 0s 3 years ago
CVE-2022-27943 Low 55 v3.1 libgcc-11.4.1-3.el9 0s 3 years ago
CVE-2022-2817 Low 7.8 v3.1 ‘4’;}:%‘;_2637_20&'9_1 os 2 years ago
CVE-2022-2819 Low 7.8 v3.1 ‘4’;}:%’;_2637_20&'9_1 os 2 years ago
CVE-2022-2845 Low 2.8 v3.1 vim-mini- os 2 years ago

mal-2:8.2.2637-20.el9_1
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vim-mini-

CVE-2022-2849 Low 2.8 v3.1 mal-2:8.2.2637-20.¢l9_1 0s 2 years ago
CVE-2022-2862 Low 7.8 v3.1 ‘42‘_22‘22637_20.&9_1 0s 2 years ago
CVE-2022-2874 Low 55 v3.1 ‘42‘_22‘22637_20.&9_1 0s 2 years ago
CVE-2022-2889 Low 7.8 v3.1 ‘42‘_22‘22637_20.&9_1 0s 2 years ago
CVE-2022-2923 Low 55 v3.1 ‘42‘_22‘22637_20.&9_1 0s 2 years ago
CVE-2022-29458 Low 6.1 v3.1 ncurses-6.2-10.20210508.el9 0s 3 years ago
CVE-2022-29458 Low 6.1 v3.1 ncurses-base-6.2-10.202105( 0s 3 years ago
CVE-2022-29458 Low 6.1 v3.1 ncurses-libs-6.2-10.2021050¢ 0s 3 years ago
CVE-2022-2946 Low 7.8 v3.1 ‘rg’;:gg’;_2637_20_e|9_1 os  2yearsago
CVE-2022-2980 Low 55 v3.1 \rgg:g?.ié.zsswzo.elg_l os  2yearsago
CVE-2022-2982 Low 7.8 v3.1 ‘rg’;:gg’;_2637_20_e|9_1 0s 2 years ago
CVE-2022-3016 Low 7.8 v3.1 \rgg:g?.ié.zsswzo.elg_l os 2 years ago
CVE-2022-3037 Low 7.8 v3.1 \rgg:g?.ié.zsswzo.elg_l os  2yearsago
CVE-2022-3099 Low 7.8 v3.1 \rgg:g?.ié.zsswzo.elg_l os  2yearsago
CVE-2022-3134 Low 7.8 v3.1 ‘rg’;:gg’;_2637_20_e|9_1 os  2yearsago
CVE-2022-3153 Low 6.1 v3.1 \rgg:g?.ié.zsswzo.elg_l os 2 years ago
CVE-2022-3219 Low 62 v3.1 gnupg2-2.3.3-4.¢l9 os  2yearsago
CVE-2022-3234 Low 7.8 v3.1 222:?5.2637-20. elo_1 os  2yearsago
CVE-2022-3235 Low 7.8 v3.1 222:?5.2637-20. elo_1 os  2yearsago
CVE-2022-3256 Low 7.8 v3.1 222:?5.2637-20. elo_1 os  2yearsago
CVE-2022-3278 Low 55 v3.1 222:?5.2637-20. elo_1 os  2yearsago
CVE-2022-3296 Low 7.8 v3.1 222:?5.2637-20. elo_1 os  2yearsago
CVE-2022-3297 Low 7.8 v3.1 222:?5.2637-20. elo_1 os  2yearsago
CVE-2022-3324 Low 7.8 v3.1 vim-mini- os 2 years ago

mal-2:8.2.2637-20.e19_1
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CVE-2022-3352

CVE-2022-3606

CVE-2022-3705

CVE-2022-41409

CVE-2022-41409

CVE-2022-4141

Created On Oct 17 2024 at 11:36 PM

Low

Low

Low

Low

Low

Low

7.8 v3.1

4.4 v3.1

7 v3.1

5.3 v3.1

53 v3.1

7.8 v3.1

]

&

vim-mini-
mal-2:8.2.2637-20.e19_1

libbpf-2:1.3.0-2.el9

vim-mini-
mal-2:8.2.2637-20.el9_1

pcre2-syntax-10.40-5.el9

pcre2-10.40-5.el9

vim-mini-
mal-2:8.2.2637-20.el9_1

0s

0s

0s

0s

0s

0s

sysdig
2 years ago
2 years ago
2 years ago

2 years ago

2 years ago

2 years ago
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Content

Note: You're viewing the top 100 packages. For the complete list, refer to the scan result on Sysdig.

Package Type Vulnerabilities Suggested Fix
python3-3.9.18-3.el9_4.5 0s 0O|jo|4|1]|0
python3-libs-3.9.18-3.el9_4.5 0s ofo|4|1]0
libbpf-2:1.3.0-2.el9 0s 0|0 |2 10
vim-minimal-2:8.2.2637-20.el9_1 0s 0|0 |1 |108] O
krb5-libs-1.21.1-2.el9_4 os 0 0 1 2 0
tar-2:1.34-6.el9_4.1 0s 0 0 1 1 0
libarchive-3.5.3-4.el9 0s 0Ojo|1|0]|O
libgcrypt-1.10.0-10.el19_2 0s oOjo|1|0}|O
libyaml-0.2.5-7.el9 0s 0O|jo|1|0]|O
systemd-252-32.el9_4.7 0s 0Ojo|1|0]}|O
systemd-libs-252-32.el9_4.7 0s 0Ojo|1|0]|O
systemd-pam-252-32.el9_4.7 0s 0j]o|1|0]|O
systemd-rpm-macros-252-32.el9_4.7  os Ojo|1|0]}|O
tpm2-tss-3.2.2-2.el9 0s 0jo|1|0]|O
openssl-1:3.0.7-28.el9_4 0s 0O0jJ]o|O|5]|0
openssl-libs-1:3.0.7-28.e19_4 0s 0O0jJ]o|O|5]|O0
gdb-10.2-13.el9 0s 0jJ]o|O|3 |1
gdb-gdbserver-10.2-13.el9 0s 0 0 0 3 1
gdb-headless-10.2-13.el9 0s 0 0 0 3 1
ncurses-6.2-10.20210508.el9 os 0|00 3 0
ncurses-base-6.2-10.20210508.el9 os 0|00 3 0
ncurses-libs-6.2-10.20210508.el9 os 0|00 3 0
libxml2-2.9.13-6.el9_4 0s 0 0 0 2 0
sqlite-libs-3.34.1-7.el9_3 0s 0jJ]o|O|2]O0
curl-minimal-7.76.1-29.el9_4.1 0s 0j]o|O|1]0

elfutils-debuginfod-client-0.190-2.el9 0s o|j0;0 1 0
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elfutils-de-

fault-yama-scope-0.190-2.el9 0s V00 N C
elfutils-libelf-0.190-2.el9 0s 0|00 1 0
elfutils-libs-0.190-2.el9 os 0o|j0,0 1 0
gawk-5.1.0-6.el9 0s 0OjJ]o|Jo|1]0
glib2-2.68.4-14.e19_4.1 os olo|o| 1|0
gnupg2-2.3.3-4.el9 0s 0jJ]o|O|1]0
libcurl-minimal-7.76.1-29.el9_4.1 0s 0O0j]o|O|1]0
libgcc-11.4.1-3.el9 0os 0 0 0 1 0
libgomp-11.4.1-3.el9 0s 0 0 0 1 0
libstdc++-11.4.1-3.el9 0s 0O0j]o|O|1]O0
libzstd-1.5.1-2.el9 os 0o|/0,0 1 0
openldap-2.6.6-3.el9 0s 0OjJ]o|O|1]0
pcre2-10.40-5.el9 0s 0j]oj|oO|1]0
pcre2-syntax-10.40-5.el9 0s 0 0 0 1 0
python3-pip-21.2.3-8.el9 0s 0j]o|O|1]0
python3-pip-wheel-21.2.3-8.el9 0s 0OjJ]o|lo|1]0
glibc-2.34-100.e19_4.4 0s ojlo|o0|oO0]|1
glibc-common-2.34-100.el9_4.4 0s 0j]o|O|O]|1
glibc-langpack-en-2.34-100.el9_4.4 0s 0jJ]o|O|O]|1
glibc-minimal-lang- 0s ololo ol1
pack-2.34-100.el9_4.4

acl-2.3.1-4.el9 os 0O0jJ]o|O|O]|O
alternatives-1.24-1.el9 0s 0O0jJ]o|O|O]|O
ansible-base-2.10.17 python 0 0 0 0 0
attrs-24.2.0 python 0O|j]O0o|O|O]|O
audit-libs-3.1.2-2.el9 os 0|00 O O
autocommand-2.2.2 python 0jJ]o|O|O]|O
awscli-1.35.7 python 0|00 O O
backports.tarfile-1.2.0 python 0|00 O O

basesystem-11-13.el9 0s 0jJ]o|O|O]|O
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bash-5.1.8-9.el9

binapy-0.8.0

boost-regex-1.75.0-8.el9

boto3-1.35.41

botocore-1.35.41

bzip2-libs-1.0.8-8.el9

ca-certifi-

cates-2024.2.69_v8.0.303-91.4.el9_4

certifi-2024.8.30

cffi-1.17.1

chardet-4.0.0

colorama-0.4.6

coreutils-single-8.32-35.el9

cracklib-2.9.6-27.el9

cracklib-dicts-2.9.6-27.el9

cryptography-43.0.1

crypto-poli-
cies-20240202-1.9it283706d.el9

crypto-policies-scrip-
ts-20240202-1.git283706d.el9

cyrus-sasl-lib-2.1.27-21.el9

dbus-1:1.12.20-8.el9

dbus-broker-28-7.el9

dbus-common-1:1.12.20-8.el9

dbus-libs-1:1.12.20-8.el9

dbus-python-1.2.18

decorator-4.4.2

dejavu-sans-fonts-2.37-18.el9

dmidecode-1:3.5-3.el9

dnf-4.14.0-9.el9

dnf-data-4.14.0-9.el9

dnf-plugins-core-4.3.0-13.el9

0s

python

0s

python

python

0s

0s

python

python

python

python

0s

0s

0s

python

0s

0s

0s

0s

0s

0s

0s

python

python

0s

0s
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0s

0s
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docutils-0.16

elasticsearch-8.15.1

elastic-transport-8.15.1

epel-release-9-8.el9

expat-2.5.0-2.el9_4.1

file-5.39-16.el9

file-libs-5.39-16.el9

filesystem-3.16-2.el9

findutils-1:4.8.0-6.el9

fonts-filesystem-1:2.0.5-7.el9.1

furl-2.1.3

gdbm-libs-1:1.19-4.el9

github.com/btcsuite/btcutil-v1.0.2

github.com/bufbuild/protocom-
pile-v0.14.1

github.com/capitalone/fpe-v1.2.1

github.com/dav-
ecgh/go-spew-v1.1.2-0.201808301911:

python

python

python

0s

0s

0s

0s

0s

0s

0s

python

0s

golang

golang

golang

golang
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