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registry.gitlab.com/cequence/data-plane/defender/defender/re-
lease-5-6-1:x86 64

Image Digest
sha256:aa72780b54345c4ac687a63df569b1b47¢c2d555a9f9368c494b3078c6b6f5a51

Created On
Jun 17, 2025, 10:42:53 PM

Base OS
redhat 9.6
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Overview
Vulnerabilities Fixable Vulnerabilities

| Critical 0 0
| High 5 1

Medium 41 2

Low 203 0

Negligible 3 0
Total 252 3

Policy Failing Evaluation

Policy Name Violations Risk accepted

Internal policy 0



registry.gitlab.com/cequence/data-plane/defender/defender/release-5-6-1:x86_64 sysdig

Detalils

Image Digest
sha256:aa72780b54345c4ac687a63df569b1b47c2d555a9f9368c494b3078c6b6f5a51

Author
N/A

Size
1.13 GB

Created On
Jun 17, 2025, 10:42:53 PM

Operating System
linux

Architecture
amd64
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Vulnerabilities

Note: You're viewing the top 100 vulnerabilities. For the complete list, refer to the scan result on Sysdig.

Vulnerability Severity CVSS  Exploit (K:IIES\;L\ Package and version Fix version Type WVuln Age

| CVE-2025-4673 High 7.5 v3.0 Go-1.24.3 v1.24.4 golang 9 days ago

| CVE-2025-49794 High 9.1 v3.1 libxml2-2.9.13-9.el9_6 0s 11 days ago

| CVE-2025-49795 High 7.5 v3.1 libxml2-2.9.13-9.el9_6 0s 10 days ago

| CVE-2025-49796 High 9.1 v3.1 libxml2-2.9.13-9.el9_6 0s 10 days ago

| CVE-2025-6020 High 7.8 v3.1 pam-1.5.1-23.el9 0s 4 days ago
CVE-2005-2541 Medium 7 v3.1 tar-2:1.34-7.el9 0s 20 years ago
CVE-2021-23336 Medium 5.9 v3.1 python3-libs-3.9.21-2.el9 0s 4 years ago
CVE-2021-23336 Medium 5.9 v3.1 python3-3.9.21-2.el9 0s 4 years ago
CVE-2021-3997 Medium 5.5 v3.1 systemd-libs-252-51.el9 0s 3 years ago
CVE-2021-3997 Medium 5.5 v3.1 tsgri_d—rpm—macros—252—51.eI9 0s 3 years ago
CVE-2021-3997 Medium 55 v3.1 systemd-252-51.el9 0s 3 years ago
CVE-2021-3997 Medium 5.5 v3.1 systemd-pam-252-51.el9 0s 3 years ago
CVE-2021-45940 Medium 45 v3.1 libbpf-2:1.5.0-1.el9 0s 3 years ago
CVE-2021-45941 Medium 4.5 v3.1 libbpf-2:1.5.0-1.el9 0s 3 years ago
CVE-2023-30571 Medium 5.3 v3.1 libarchive-3.5.3-4.el9 0s 2 years ago
CVE-2024-23337 Medium 4.3 v3.1 jg-1.6-15.el9 os 1 month ago
CVE-2024-29040 Medium 4.4 v3.1 tpm2-tss-3.2.3-1.el9 0s 1 year ago
CVE-2024-47081 Medium e V3.1 python3-pip-21.3.1-1.el9 0s 11 days ago
CVE-2024-47081 Medium 5.3 v3.1 python3-pip-wheel-21.3.1-1.e 0s 11 days ago
CVE-2024-52533 Medium 7 v3.1 glib2-2.68.4-16.el9 0s 7 months ago
CVE-2024-56433 Medium 3.6 v3.1 shadow-utils-2:4.9-12.el9 0s 6 months ago
CVE-2025-0913 Medium 5.9 v3.0 Go-1.24.3 v1.24.4 golang 9 days ago
CVE-2025-22874 Medium 5.9 v3.0 Go-1.24.3 v1.24.4 golang 9 days ago
CVE-2025-25724 Medium 4 v3.1 libarchive-3.5.3-4.el9 0s 4 months ago

CVE-2025-29087 Medium 5.5 v3.1 sqlite-libs-3.34.1-7.el9_3 0s 3 months ago
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vim-mini-

CVE-2025-29768 Medium 4.4 v3.1 mal-2:8.2.2637-22.¢19_6 0s 3 months ago
CVE-2025-32414 Medium 5.6 v3.1 libxml2-2.9.13-9.el9_6 os 2 months ago
CVE-2025-3576 Medium 5.9 v3.1 krb5-libs-1.21.1-6.el9 os 2 months ago
CVE-2025-4373 Medium 4.8 v3.1 glib2-2.68.4-16.el9 0s 2 months ago
CVE-2025-4598 Medium 4.7 v3.1 systemd-libs-252-51.el9 0s 23 days ago
CVE-2025-4598 Medium 4.7 v3.1 systemd-252-51.el9 0s 23 days ago
CVE-2025-4598 Medium 4.7 v3.1 systemd-pam-252-51.el9 0s 23 days ago
CVE-2025-4598 Medium 4.7 v3.1 tsg’rf]d pM-macros 252-51.610 os 23 days ago
CVE-2025-46836 Medium 6.6 v3.1 net-tools-2.0-0.64.20160912¢ 0s 1 month ago
CVE-2025-47273 Medium 7 v3.1 B e clo os  1monthago
CVE-2025-47273 Medium 7 v3.1 B e 5.0.13.610 os  1monthago
CVE-2025-48060 Medium 5.5 v3.1 jg-1.6-15.el9 0s 1 month ago
CVE-2025-5222 Medium 7 v3.1 libicu-67.1-9.el9 0s 7 months ago
CVE-2025-5244 Medium 4 v3.1 gdb-headless-14.2-4.el9 0s 24 days ago
CVE-2025-5244 Medium 4 v3.1 gdb-14.2-4.el9 0s 24 days ago
CVE-2025-5244 Medium 4 v3.1 gdb-gdbserver-14.2-4.el9 0s 24 days ago
CVE-2025-5245 Medium 4 v3.1 gdb-gdbserver-14.2-4.el9 0s 24 days ago
CVE-2025-5245 Medium 4 v3.1 gdb-headless-14.2-4.el9 0s 24 days ago
CVE-2025-5245 Medium 4 v3.1 gdb-14.2-4.el9 0s 24 days ago
CVE-2025-5278 Medium 4.4 v3.1 coreutils-single-8.32-39.el9 0s 25 days ago
CVE-2025-6021 Medium 7.5 v3.1 libxml2-2.9.13-9.el9_6 0s 9 days ago
CVE-2021-3572 Low 4.5 v3.1 python3-pip-21.3.1-1.el9 0s 4 years ago
CVE-2021-3572 Low 4.5 v3.1 python3-pip-wheel-21.3.1-1.e 0s 4 years ago
CVE-2021-3927 Low 7.3 v3.1 ;ﬂgﬂgg‘;_%s%zz el9_6 os 4 years ago
CVE-2021-3928 Low 7.3 v3.1 ;ﬂgﬂgg‘;_%s%zz el9_6 os 4 years ago
CVE-2021-3968 Low 29 v3.1 ;ﬂgﬂgg‘;_zes%zz el9_6 os 4 years ago
CVE-2021-3973 Low 7.8 v3.1 vim-mini- os 4 years ago

mal-2:8.2.2637-22.el9_6
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vim-mini-

CVE-2022-2208 Low 3.3 v3.1 mal-2:8.2.2637-22.¢l9_6 0s 3 years ago
CVE-2022-2210 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2257 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2284 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2285 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2286 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2287 Low 7.1 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2304 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2343 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2344 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2345 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-2522 Low 7.8 v3.1 \r{rirz;-r;:gié,2637—22.e|9_6 0s 3 years ago
CVE-2022-27943 Low 5.5 v3.1 libgcc-11.5.0-5.e19_5 0s 3 years ago
CVE-2022-27943 Low 5.5 v3.1 libstdc++-11.5.0-5.el9_5 0s 3 years ago
CVE-2022-27943 Low 5.5 v3.1 libgomp-11.5.0-5.el9_5 0s 3 years ago
CVE-2022-2817 Low 7.8 v3.1 ‘4’;}:%’;_2637_22&'9_6 os 3 years ago
CVE-2022-2819 Low 7.8 v3.1 ‘4’;}:%’;_2637_22&'9_6 os 3 years ago
CVE-2022-2845 Low 2.8 v3.1 ‘4’;}:%’;_2637_22&'9_6 os 3 years ago
CVE-2022-2849 Low 2.8 v3.1 ‘4’;}:%’;_2637_22&'9_6 os 3 years ago
CVE-2022-2862 Low 7.8 v3.1 ‘4’;}:%’;_2637_22&'9_6 os 3 years ago
CVE-2022-2874 Low 55 v3.1 ‘4’;}:%’;_2637_22&'9_6 os 3 years ago
CVE-2022-2889 Low 7.8 v3.1 ‘4’;}:%’;_2637_22&'9_6 os  3yearsago
CVE-2022-2923 Low 55 v3.1 vim-mini- os 3 years ago

mal-2:8.2.2637-22.el9_6

CVE-2022-29458 Low 6.1 v3.1 ncurses-libs-6.2-10.2021050¢ 0s 3 years ago
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CVE-2022-29458 Low 6.1 v3.1 ncurses-base-6.2-10.202105( 0s 3 years ago
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Content

Note: You're viewing the top 100 packages. For the complete list, refer to the scan result on Sysdig.

Package Type Vulnerabilities Suggested Fix
libxml2-2.9.13-9.el9_6 0s 0[3|2|5]|0
Go-1.24.3 golang 0|12 |0]|O v1.24.4
pam-1.5.1-23.el9 0s 0O|J]1|0|0]}|O
gdb-14.2-4.el9 0s 0j]o|2 |9 |1
gdb-gdbserver-14.2-4.el9 0s 0j]o|2 |9 |1
gdb-headless-14.2-4.el9 0s 0 0 2 9 1
libarchive-3.5.3-4.el9 0s 0j]0|2 |6 |0
glib2-2.68.4-16.el9 0s 0Oj]o|2|2]|0
libbpf-2:1.5.0-1.el9 0s 0|]O0| 2 1,0
jg-1.6-15.el9 0s 0jJ]o|2|0]|O
systemd-252-51.el9 0s 0jo0o|2|0]|O
systemd-libs-252-51.el9 0s 0j]o|2|0]|O
systemd-pam-252-51.el9 0s oOojo|2|0]}|O
systemd-rpm-macros-252-51.el9 0s 0Ojo|2|0]|O
vim-minimal-2:8.2.2637-22.el9_6 0s 0|0 |1 |107| 0
python3-3.9.21-2.el9 0s 0Oj]o|1 |3 |0
python3-libs-3.9.21-2.el9 0s 0Oj]o|1|3]O0
sqlite-libs-3.34.1-7.el9_3 0s 0 0 1 2 0
python3-pip-21.3.1-1.el9 0s 0 0 1 1 0
python3-pip-wheel-21.3.1-1.el9 0s 0|0 |1 1,0
tar-2:1.34-7.el9 os o/0;1 1 0
coreutils-single-8.32-39.el9 0s 0Ojo|1|0]|O
krb5-libs-1.21.1-6.el9 0s 0|0 1 00
libicu-67.1-9.el9 0s 0OjJ]o|1 0|0
net-tools-2.0-0.64.20160912git.el9 0s oOjo|1|0]}|O

python3-setuptools-53.0.0-13.el9 0s oOjo|1|0]}|O
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%Ts?m—::ﬁgo.o-ls.elg 08 EE 1fofeo
shadow-utils-2:4.9-12.el9 0s EE 1 0 0
tpm2-tss-3.2.3-1.el9 0s EIZ 1|01|0
elfutils-debuginfod-client-0.192-5.el9  os (oJoJo 4o
?ellmi-lja-tcrfe;-scope-o.192-5.e|9 0s EIZ 014109
elfutils-libelf-0.192-5.el9 0s EIZ 0 4]0
elfutils-libs-0.192-5.el9 0s EE 0(4]0
curl-minimal-7.76.1-31.el9 0s EE 0 3]0
libcurl-minimal-7.76.1-31.el9 os EE 0 3]0
ncurses-6.2-10.20210508.el9 0s EE 0|3 ]0
ncurses-base-6.2-10.20210508.el9 os EE 0 310
ncurses-libs-6.2-10.20210508.el9 os EE 0 3]0
gnupg2-2.3.3-4.el9 0s EE 0|2]0
openssl-1:3.2.2-6.el9_5.1 0s EE 0|2]0
openssl-libs-1:3.2.2-6.el9_5.1 0s EE 0|2]0
gawk-5.1.0-6.el9 0s EIZ 0o 110
libgcc-11.5.0-5.el9_5 0s EIZ 0o 110
libgomp-11.5.0-5.el9_5 0s EIZ o 110
libstdc++-11.5.0-5.el9_5 0s EE o 110
openldap-2.6.8-4.el9 0s EE 0o 110
pcre2-10.40-6.e19 0s EE 0o 110
pcre2-syntax-10.40-6.el9 0s EE 0 1 0
acl-2.3.1-4.el9 os EE 0 01O
alternatives-1.24-2.el9 os EE 0 01O
attr-2.5.1-3.el9 os EE 0 01O
attrs-25.3.0 python EE 0j0]|oO
audit-libs-3.1.5-4.el9 0s EE 0 01O
autocommand-2.2.2 python EIZ 0j0]|oO
awscli-1.40.37 python EIZ 0 010
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backports.tarfile-1.2.0 python 0|00 O O
basesystem-11-13.el9 0s 0j]o|O|O]|O
bash-5.1.8-9.el9 0s 0Ooj]o|oO|0}|O
binapy-0.8.0 python 0|00 O O

bitbucket.org/atlass-

ian/go-asap/v2-v2.9.0 golang U0 [0 NN C
boost-regex-1.75.0-10.el9 0s 0jJ]o|O|O]|O
boto3-1.38.38 python 0O0jJ]o|O|O]|O
botocore-1.38.38 python 0 0 0 0 0
bzip2-libs-1.0.8-10.el9_5 0s 0 0 0 0 0
ggigg—rgg_m.2.697v8.0.303—91.4.el974 0s CRIRORIEON O
c-ares-1.34.4-1.el9 0s 0O0jJ]o|O|O]|O
cel.dev/expr-v0.20.0 golang 0O|j]O0|O|O]|O
certifi-2025.6.15 python 0Oj]O0o|O|O]|O
cffi-1.17.1 python 0jJ]o|O|O]|O
chardet-4.0.0 python 0|00 O O
cloud.google.com/go-v0.121.0 golang 0jJ]o|O|O]|O
cloud.google.com/go/auth-v0.16.1 golang 0jJ]o|O|O]|O
cloud.google.com/go/auth/oauth2adapt:  golang 0jJ]o|O|O]|O
;:éll?\tlg..?%ogIe.com/go/compute/metada— golang ololo olo
cloud.google.com/go/iam-v1.5.2 golang 0jJ]o|O|O]|O
cloud.google.com/go/logging-v1.13.0 golang 0O0jJ]o|O|O]|O
cloud.google.com/go/longrun-

ning-v0.6.7 golang 0jJ]o|O|O]|O
icr:gtj\?l..gzo:gle.com/go/monitor— golang ololo olo
cloud.google.com/go/pubsub-v1.49.0  golang 0O0jJ]o|O|O]|O
glr?\tljij..gzggIe.com/go/secretmanag— golang ololo olo
cloud.google.com/go/spanner-v1.82.0  golang 0 0 0 0 0
cloud.google.com/gol/trace-v1.11.6 golang 0 0 0 0 0
code.cloud- golang olofo|0]|oO

foundry.org/clock-v0.0.0-20180518195¢
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code.cloud-
foundry.org/go-diodes-v0.0.0-20241007 golang

code.cloudfoundry.org/go-loggrega-

tor-v7.4.0+incompatible golang V00 e
fcooudn%rcyl/.oourg;rf05424—v0.0.0—2020110319 golang ofofofojo
colorama-0.4.6 python 0|00 O O
cracklib-2.9.6-27.el9 0s 0|00 O O
cracklib-dicts-2.9.6-27.el9 0s 0|00 O O
cryptography-45.0.4 python 0 0 0 0 0
girgg-t;(-)%%lgus-l.git5269e22.el9 os U0 [0 NN C
(20201251 gt5250e22.¢19 os ojojojoje
cyrus-sasl-lib-2.1.27-21.el9 0s 0jJ]o|O|O]|O
dbus-1:1.12.20-8.el9 0s 0O0jJ]o|O|O]|O
dbus-broker-28-7.el9 0s 0O0jJ]o|O|O]|O
dbus-common-1:1.12.20-8.el9 0s 0O0jJ]o|O|O]|O
dbus-libs-1:1.12.20-8.el9 0s 0O0jJ]o|O|O]|O
dbus-python-1.2.18 python 0O|j]O0|O|O]|O
decorator-4.4.2 python 0Oj]O0o|O|O]|O
dejavu-sans-fonts-2.37-18.el9 0s 0jJ]o|O|O]|O

Policy Evaluation

Passed Internal policy

Passed Rule Bundle: Vulnerabilities with Crictical and
High

Fail if Severity greater than or equals high Fixable since 30 days



